
United States Department of the Interior 

OFFICE OF THE SECRETARY 
Washington, DC 20240 


IN REPLY REFER TO: 
7202.4-OS-2019-01330 


October 29, 2019 


Via email: 80657-44301567@requests.muckrock.com 
Sai 

President, Fiat Fiendum Inc. 

MuckRock News 
Dept MR 80657 
441A Highland Ave 
Somerville, MA 02144-2516 

Dear Sai, 

On September 20, 2019, you filed a Freedom of Information Act (FOIA) seeking the following: 

1. a list of all software for discussion, collaboration, or announcement to 
multiple members/users/subscribers; which is run, maintained, 
administered, moderated, paid for, or otherwise used by the component 

This includes, e.g.: 

a. everything on the "list", "lists", "listserv", "group", "groups", "ishare", 
and "wiki" subdomains of every component internet or intranet domain, 
including any "secret'V'unlisted" lists, and a full sitemap; 

Note: this excludes member-posted content (not metadata), such as email 
bodies, posts, wiki pages' content, etc. It is intended to encompass all 
metadata accessible on the site itself, such as list names, emails, & 
descriptions, subscribers, wiki page names, channels, fora, topics/subjects, 
timestamps, ACLs, sitemaps, etc. 

This part of the request is not intended or expected to cover a particularly 
large amount of records that would require itemized review. If you believe 
it may, please email me with an explanation of what it may cover, and what 
of that would be burdensome to review, so that I can narrow or clarify the 
request if appropriate. 



Sai 


2 


b. Yahoo Groups, Google Groups, PhpBB, Mailman, Listserv, Slack, 
Discourse, IRC, Discord, Majordomo, phpList, Sympa, Airtable, Asana, 
Confluence, Wiki, Basecamp, Concerto, Google Apps, HighQ, Atlassian, 
Jive, Exchange, Live Meeting, Microsoft Teams, Beehive, Pivotal, 

RelatelQ, Stride, Telligent, Trello, Usenet, Google+, Wire groups, Signal 
groups, WhatsApp groups, and Telegram groups; and 

c. any other electronic mailing list, bulletin board, distribution list, 
announcement list, discussion list, newsgroup, or other collaboration 
software. 

2. for each thing responsive to subpart 1: 

a. a list of all names, titles, email addresses, and access/privilege levels of 
everyone with access, or to whom the thing sends email (eg member, 
subscriber, moderator, administrator, etc lists), including any inactive or 
former members if readily available; 

i. This includes any categories/groups of people, if the entire category/group 
has such access, e.g. where ACLs are specified by group rather than by 
individual. "Group", in the preceding sentence, includes any technical 
measures for indirectly referencing groups, such as LDAP, Windows 
workgroups, Unix /etc/groups, IP ranges, PERMIS, Apache Portress, 
RADIUS, SAML, role-based access control (RBAC), etc. 

In such cases, please specify the identity and privileges of you group itself; 
and as a separate responsive record, specify the membership, access 
privileges, etc of the group. 

Where you do so, you should omit purely duplicative / pass-through 
memberships to the thing. 

E.g. if Alice is a member of the group Front-line Staff, the group Front-line 
Staff has access to a work Slack, and Alice therefore has access to it but is 
not personally listed as a member thereof (e.g. in some other capacity, like a 
moderator), then Front-line Staff should be listed as a member of the Slack, 
but not Alice 

However, Front-line Staff would itself be a responsive group, for which 
Alice should be listed as a member. 


b. all metadata about the thing, eg 
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i. description, introductory messages, front webpage, etc; 

ii. email address(es) of the thing, eg at which one can post to it, send 
commands, etc, or from which it sends email; 

iii. URL(s) of the thing, including any sitemap available for those URL(s); 

iv. any access control list (ACL), including robots.txt, .htaccess, firewall 
configuration files, and retention or backup policies; 

v. any written policies, FAQs, or similar records on who may access the 
thing, how they can access it, what content is appropriate for it, or its 
purpose; 

vi. all DNS records for the thing's subdomain (including A, AAAA, TXT, 
CNAME, etc); and 

vii. all channels, fora / subfora, etc, including the metadata thereof. 


Your request was received in the Office of the Secretary FOIA office on September 20, 2019, 
and assigned control number OS-2019-01330. Please cite this number in any future 
communications with our office regarding your request. 

Under the FOIA, individuals are empowered to obtain copies of existing agency documents not 
protected from release by one of the FOIA’s nine exemptions. The Department of the Interior is 
a large Federal agency, employing between 60,000 and 70,000 people, with offices - and agency 
files - scattered across the United States. Its primary mission is to protect and provide access to 
our Nation’s natural and cultural heritage and honor our trust responsibilities to tribes and our 
commitments to island communities. Unless you are looking for existing agency documents, and 
can describe them with sufficient clarity that we know where to look for them, we cannot process 
your request. Because we are unable to find a clear request for agency documents anywhere in 
your communication, we are closing our files on it. 

This concludes our response to your request. 


If you have any questions regarding any of the issues discussed in this letter, you may contact 
Emily Karp by phone at 202-513-0765, by fax at 202-219-2374, by e-mail at 
os_foia@ios.doi.gov, or by mail at U.S. Department of the Interior, 1849 C St, NW, MS-7328 
MIB, Washington, D.C. 20240. You also may seek dispute resolution services from our FOIA 
Public Liaison, Tony Irish, at the phone number or email address listed above. 


Sincerely, 

CYNTHIA 
SWEENEY 

Cynthia Sweeney 
Office of the Secretary 
FOIA Office 


Digitally signed by 
CYNTHIA SWEENEY 
Date: 2019.10.29 
07:57:37 -04'00' 


